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ABSTRACT

The field of user authentication in Korea has experienced new dimensions since December 2020. Accredited
certificate, which had been in use for 21 years since 1999, has been abolished. Accredited certificates have
provided a trust foundation for various ICT-based industrial developments; however, new changes in the
authentication sector are also required due to changes in the service and policy environment. Changes in
the service environment occur rapidly because of the emergence of new technologies such as Al, 10T, Bio,
Blockchain, and the daily use of non-face-to-face environments caused by COVID-19. Even with changes
in the service environment, user authentication remains an essential foundation for providing services.
This paper summarizes the current status of user authentication techniques, analyzes major changes in the
service environment (such as Metaverse) associated with user authentication, and presents the direction of

authentication techniques (Decentralized, Invisible, Privacy-preserving) through the derived implications.
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AR Augmented Reality

FIDO Fast IDdentity Online

GPKI Government Public Key Infrastructure
IoT Internet of Things
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