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ABSTRACT

As shown in the recent war in Ukraine, asymmetric approaches such as drones, cyber warfare, satellite
communications, Al, and big data can undermine the superiority of conventional force. Consequently, multi-
layered concealment and camouflage systems covering wireless communications, networks, physical devices,
and cyber counterattacks have become decisive in modern warfare. In particular, the ability to hide assets,
counter eavesdropping and detection, thwart jamming and hacking, and even launch counterattacks is now
essential. In this paper, we examine recent advances in wireless, network, and physical concealment, along
with cyber counterattacks, focusing on the modern drone- and satellite-driven battlefield environment. We also
explore strategies such as intelligent service platforms, edge Al, on-device Al, and standardization to enhance
autonomy in unmanned systems and enable efficient mass production for future battlefields, where manned-
unmanned teaming is expected. Ultimately, concealment/camouflage and asymmetric capabilities will be crucial
in future military operations. When combined with the intelligence and production efficiency technologies
of manned-unmanned teaming, they enable reduced casualties, enhanced efficiency, and flexible force

deployment.
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AFC Army Futures Command
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Reference Architecture
AIMET Al Model Efficiency Toolkit
AODV Ad hoc On-demand Distance Vector
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ASCALS Advanced Solutions for Camouflage
of Land Systems
CSA Cloud Security Alliance
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Agency

DoD Department of Defense

DSR Dynamic Source Routing

ESSOR European Secure Software-defined
Radio

FMN Future Military Network

G4L Graphene 4-layer

JTRS Joint Tactical Radio System

LETacCIS  Land Environment Tactical
Communications and Information
Systems

MILTECH Military Technology

MOSA Modular Open Systems Approach

MPTCP Multipath TCP

MUM-T  Manned-Unmanned Teaming

NGVA NATO Generic Vehicle Architecture

OCCAR  Organisation for Joint Armaments
Cooperation

OLSR Optimized Link State Routing

SC2 Spectrum Collaboration Challenge

SDP Software Defined Perimeter

SDR Software Defined Radio

SHARE Spectrum Holistic Adaptive Radio
Environment

SOSA Sensor Open Systems Architecture

SSPARC  Spectrum Sharing Protocol for
Adaptive Radio Communications

STANAG  Standardization Agreement

TITAN Tactical Intelligence Targeting Access
Node
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